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MEETING: Audit and Governance Committee

: ;,& BARNSLEY DATE: Wednesday 16 November 2022
J¥es8d.  Metropolitan Borough Council TIME: 2.00 pm
VENUE: Council Chamber, Barnsley Town Hall
AGENDA
8. Information Governance and Cyber Security (Pages 3 - 10)
The Committee will receive a presentation from Sara Hydon (Head of Design and
Compliance) and Simon Marshall (Governance and Compliance Manager).
To:  Chair and Members of Audit and Governance Committee:-

Councillors Lofts (Chair), Barnard, Hunt, Richardson, Ms K Armitage, Bandy,
Mr S Gill, Mr P Johnson and Mr M Marks; together with Co-opted members
Ms K Armitage, Bandy, Mr S Gill, Mr P Johnson and Mr M Marks

Sarah Norman, Chief Executive

All Executive Directors

Shokat Lal, Executive Director Core Services

Neil Copley, Service Director Financial Services (Section 151 Officer)

Rob Winter, Head of Internal Audit, Anti-Fraud and Assurance

Alison Salt, Corporate Governance and Assurance Manager

Sukdave Ghuman, Service Director Law and Governance (Monitoring Officer)
Michael Potter, Service Director Business Improvement, HR and Communications

Council Governance Unit — 3 copies

Please contact Daisy Thorpe on email governance@barnsley.gov.uk

Tuesday 8 November 2022
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CYBER SECURITY
360° PEER REVIEW

Sara Hydon
Head of Service Design & Compliance
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LGA

What is a 360° Peer Review?
It's not a technology issue
Barnsley Interviews
End of day Feedback




OBJECTIVES
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To support reduction of cyber risks

To offer perspective on cyber culture
To build on existing cyber capabilities
To improve the understanding of cyber
security principles
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FINDINGS

Cyber Security Strategy

Lack of challenge

Strong link between senior and ops levels
Security awareness of Members increasing
Detailed risk register visibility

Understand your critical data sets
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FINDINGS - cont...

Leaders to develop their knowledge of cyber
Responsibility for risk

Backup solutions

Learning and development

Business continuity exercises
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ANY QUESTIONS
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